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Target hosts e
Administrator

ITRC@EEZAR 15 44 BOSCO

Technologies



EASHIZR B R RE
[ERRE3) [F2RE1)
L£1—H KH—N\EBIZTKRA Z1—Y FYH—N\BOEE
OV UREFIRTAENAEELL EEFEEEHDIARXAKEL

il

HI1—YH EY—/NTEREL EHBD
B\ EZBARS

[E7E2)
O A 2IDX/NRA)—FDFELEIL

ITRC@AEEA 10 44 Becch)nscg



@ IoTERDICTEES T LDTE
[SMART Gateway® 7 E)




SMART Gateway DT EIRiE

s ETHOEREIETSIVYMNLT VXA EE
- Web management of Things (WoT)

@ — BfEY AT I
Wél—% B4 DITEEIC

7t A A]He
REST API

Web7 2 U ¢E1

(Web IF)

8 .f
2—+ Web7ZUYH B" Telnet / SS
Tr7tAX  SMART yNC /RDP/

Gateway HTTP(s)

ITRC@AEEA 18 44 Becch)nscg



ETOHIEET VYT

3 soh SSH/Web 7 7 74 s

"% Windows7 X

@ smart-dev7/smartdp/connect

9D I8

Google Chrome Wireless
Mahager mob:

23:00
2017/09/23

N @S2 %oy

ITRC@EEA 19



BRI DY —/\EFH|HET g (1/2)

SMART
Gateway

Telnet / SSH

tttttttttttt

) % DITERRFICE
Y Y K& ANH




BIRFICEHOY—/\ZHF|ET]gE(2/2)

[B1]r b —DRBEZ T DN TRE, REEZTHAERTE

L root@demotl ~[# ping &8.38.8.8 Lroot@demobZ ~[# ping &8.38.8.8
PING 8.8.8.8 ( .8) 56(84) bytes of data. PING 8.8.8.8 ( .8) 56(84) bytes of data.
bytes from icmp_seq=1 tt1=63 tlme 4.83 bytes from 8: icmp_seqg=1 tt1=63
bytes from icmp_seq=2 tt1=63 .71 bytes from icmp_se ttl=63
bytes from icmp_seq=3 ttl=63 ti .48 bytes from icmp_se ttl=63
bytes from icmp_seq=4 ttl=63 ti .82 bytes from icmp_se ttl=63
bytes from icmp_seq=5 tt1=63 . bytes from icmp_se ttl=63
bytes from icmp_seq=6 tt1=63 ti 64 bytes from icmp_seq=6 tt1=63
bytes from icmp_seq=7 ttl1=63 ti 64 bytes from icmp_seq=7 tt1=63
bytes from icmp_seq=8 ttl=63 ti . 64 bytes from icmp_se ttl=63
bytes from icmp_seq=9 ttl=63 ti . 64 bytes from icmp_seq=9
bytes from icmp_seq=10 = bytes from icmp_seq=10 3 time=4.
bytes from icmp_seqg=11 bytes from icmp_se time=4.
bytes from icmp_seq=12 bytes from icmp_seq=12 time=4.

bytes from icmp_seq=13 bytes from
1cmp c-1
icmp_1fe
icmp_

bytes from icmp_seq=14 3 time=3.8 bytes from
icmp_seq=18 tt176q time=4.21

[

00 00 00 00 00
0

0 0
0o

[
0 00 00 00

00 00 00 00 0O

00 00 00 00 0O 0O
o

00
0

00 00 00 00 00 00 00 00 00 00 00 00
0o

0 00 0
0 00 00 00
0 00 0

0 ©

= 00 N 0
ON B0 W

0 00 00 00 0O

00 00

0
0 00
0 00

00 00 00 00 00
0 00 0o

00 00 00 00
©

bytes from icmp_ge 3 tighh4 bytes from
bytes from icmg /tl&-ﬂgs bytes from
bytes from icmp_ =207 bytes from
icmp_seq=18 tt1=63 time=4.11 bytes from

bytes from

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0 00 00 00 00 0O

0 00

)
00
00

H*

. . [root@demo04 ~]1# ping 8.8.8.8
56(84) bytes of data. connec Network is unreachable
icmp_seq=1 ttl=63 time=4. [root@demo04 ~]1#

icmp_seq=2 tt1=63

icmp_seq=3 ttl=63

icmp_seq=4 ttl=63

icmp_seq=5 ttl=63

icmp_seq=6 tt1=63

icmp_seq=7 tt1=63

icmp_seq=8 ttl=63

icmp_seq=9 ttl=63

icmp_seq=10 tt1=63 =4, N
icmp_seq=11 =63 time=4.81 n -Ij-—/ \04
icmp_seq=12 3 time=4. »
1cmp seq=13 3 time=4.
3 f—— |
B RykT—IEERY
icmp_s ,EJ.KB m

icmszeq:17 tt1=63 time=4.40
icmp_seq=18 tt1=63 time=5.11

0w P

PING 8.8.8.8 (
bytes from
bytes from
bytes from
bytes from
bytes from
bytes from
bytes from
bytes from
bytes from
bytes from
bytes from
bytes from
bytes from
bytes from
bytes from
bytes from
bytes from
bytes from

00 00 00 00 00
00 00 00 00 00

00 00 00 00 0O 0O

00 00 00 00

00
0 00 0o

Q
8.
8
8
8
8
8
8
8
8
8
8
Q
8
)
8
8
8.
8
8
)
8
8
Q
8
8.
8
8
8
8
8
Q
8

0 00 00 00
© 0
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* updates: ftp.tsukuba.wide.ad.jp

base | 3.7 kB
epel | 4.3 kB
epel/primary_db | 5.9 MB
extras | 3.4 kB
updates | 3.4 kB
updates/primary_db | 4.2 MB

Resolving Dependencies

There are unfinished transactions remaining. You might consider running yum-comp

lete-transaction first to finish them.
——> Running transaction check

—-——> Package kernel.x86_64 0:2.6.32-696.10.3.e1l6 will be installed

00:
00:
00:
00:
00:
00:

—-——> Package kernel-devel.x86_64 0:2.6.32-696.10.3.e1l6 will be installed

-——> Package kernel-firmware.noarch 0:2.6.32-696.10.2.el6 will be updated

00
00
00
00
00
00

—-——> Package kernel-firmware.noarch 0:2.6.32-696.10.3.el6 will be an update
—-——> Package kernel-headers.x86_64 0:2.6.32-696.10.2.e16 will be updated
-——> Package kernel-headers.x86_64 0:2.6.32-696.10.3.e1l6 will be an update

—-——> Package perf.x86_64 0:2.6.32-696.10.2.e16 will be updated
—-——> Package perf.x86_64 0:2.6.32-696.10.3.e16 will be an update
—-—> Finished Dependency Resolution

——> Running transaction check

—-——> Package kernel.x86_64 0:2.6.32-696.3.1.el6 will be erased

-——> Package kernel-devel.x86_64 0:2.6.32-696.3.1.e16 will be erased
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10 4 HFRR

(__\Name

1
[} =
] £l | update scheme
..|!!)P

wr1ns1 EHOEBIRDPWEETNITRET S
SMART-GW®DBEPWZ EIBFIZEH

BHAF—L JIRRAT—RRUY

BfAF—L—E

BEHTEF: 2017/10/13 23:26:47

Password Policy

simple policy

Column visibility Copy Excel csv

Action Connections
auto password update (DO NOT CHANGE THIS) eeba

BHEE—&

10 4 fFRR
Date Time
2017/10/13 23:17:28
2017/10/13 23:15:23
2017/10/13 22:23:53
2017/10/13 22:22:13
2017/10/13 22:10:05
2017/10/13 22:09:15
2017/10/13 22:03:58

2017/10/13 22:00:12

s8R 1 M5 8 FTHRR

ITRC@HE

FHTHS: 2017/10/13 23:26:46

Update Scheme
update scheme
update scheme
update scheme
update scheme
update scheme
update scheme
update scheme

update scheme

Connection

eeba

eeba

eeba

eeba

eeba

eeba

eeba

eeba

EEXRDPWE. SMART-GW LT
BELTWSPWEHRIEFIZEZEL. EEEHE

e
//Destination Password ™ \ Update User Status
! 192.168.50.236 testpassword09P@ E admin m
: 192.168.50.236 f1&D-3"xY( : admin B
: 192.168.50.236 test125Lzxcv : admin [ success |
1

192.168.50.236 '3G/f&uit<3 ! admin [ success |
| .
: 192.168.50.236 sc?[>V55f; : admin B3
: 192.168.50.236 #X65zbK|gw | admin [ Faiure |
: 192.168.50.236 asdf : admin [ success |
" 192.168.50.236 test : admin [ success |
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