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Introduction

Network management becomes more important to

save a safe and secure ICT infrastructure

Automation of the management is a big challenging

for future networks

« [t is difficult to take appropriate actions against rapid,

complicated, and diverse variation of behaviors in networking

« Shortage of experts in network operations and management
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Introduction

We propose a new framework for automating
operations and management of ICT infrastructure, by
combination of both networking/system incidents and

records of operations.

Our framework focuses on the integration of various

types of log data.

We demonstrate an implementation of our framework

by using honeypots and ssh-based agents.
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Conventional Operation

Operators
1. Collect logs from devices Operator
2. Analyze a huge volume of log e E pg:izz?n
based on experience &Y
3. Execute appropriate operations - \ £/ e
However the complexity of the !I o=y

Server o \
m =

system Is increasing

>

[ It is difficult for operators to analyze logs in a short time }
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Proposed Framework

- Our framework consists of 3 parts
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Proposed Framework
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Overview

The device logs are stored in a Operaton eording
storage. &=I N ';ﬁgg;:;;ﬁh'"g
Operator’'s commands are similarly C A
stored. J[

Behavior detectlon

Machine learning is applied to both (Honeypoy //

devices and operation records. -I

. : Server [
Log in to target machine and execute

commands automatically.

2 Log Data

p Operator

Internet
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Proposed Framework

(1 Behavior detection

Device log ’
Machine Automatic
Log Storage » learning » Operation
Operation ‘ t t

record \
@ Operation
recording @ Action matching and control
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Behavior Detection

Device logs

« Just collecting the log data makes the number of logs
enormous and increases the risk of missing important

iInformation.
« The types of logs are various (syslog, ids alerts, SNMP, etc.).

« A single system like conventional anomaly detection devices,

cannot detect information on unknown threats

In order to collect and manage information,
device logs are sent to the log storage.
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Operation Recording

We use the operator's command to perform the

operation suitable for the various environment.

We needs the records of the operation

(ex. the time, commands, authentication information, etc.)

We use SMART Gateway!'l.

The administrator can record all the operations by
operating the terminal via the SMART GW when
performing operations on the device.

[1] http://www.bosco-tech.com/smart-gw/
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Action Matching and Control

The log data accumulated in the storage is searched

at reqular intervals.

When there is an operation that coped with the same
behavior in the past, the parameter obtained from the

new log Is applied to the variable, and the action is

taken automatically.

* pastopaton | gy Aserate
. >

Log storage Attack’s IP

e address, port
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Implementation

Traffic Capture

- The right figure is our >

Port M|rror|ng

experimental environment. | swanrow

Elastic Search -----------

-----------------

Internet

----------------

It is a multi-honeypot platform. 5

- T-pot

\ 4 Log Data

We use it as Behavior Detection. | Surcata (IDS) @
!

Dionaea Cowrie ﬁ ElasticPot [Glastopf] { ELK ]

AN e AN e

Dionaea Cowrie Honey‘trap Suncata ElasticPot fGlastopfl ‘ ELK |
image image ; image | ; image ; image ' image | ' image |
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Host machine ( Docker )
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Implementation
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- SMART Gateway

It records operational commands to servers and network devices

(ex. the time, the executed command, the authentication

information).
We use it as

Operation Recording.

USERS

X COMMAND o @ & % x IR © @ © & x DESTINATION o @ & 4+ x
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command (475) count per Sm | (475 hits)

Vim 0120-0204 dlert

oK
oK
oK
oK
oK
oK
oK
oK
oK
oK

cat 0120.alert 0121 alert 0122.alext 0123.alert O1..
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Implementation
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Action matching and control

1) Log Search
The logs are sent to Elasticsearch.

If similar attacks and operations have been done in the past,

replace the variables and apply the same operation.
2) Automatic Operation

It is necessary to login to the operation target device and

execute the command.

We implemented SSH-based agent with SMART-GW.
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Verification

We confirmed the basic function of our framework

First, the attack logs and the operation record are accumulated,

and a correspondence table Is created.

Second, We confirmed that attack logs can be automatically

detected when the next attacks are recorded.

Finally, it confirmed that the associated operation is

automatically reproduced after reflecting new attack log.
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® yoshida — root@smartgw:~ — ssh t-pot — 57x35
-yoshida@Niflheimr:~ [[root@smartgw ~]# search/action-control.sh
search log update
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Conclusion

 We propose a framework on automation of
management operation by linking the anomaly
detection with the operation log.

« We showed that the operation can be applied
automatically by our framework.

e Future works

« We will introduce a machine learning method to automate

linking anomaly detection and operation records.
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Thank you for listening!
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