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Connection Integration System for
ICT Infrastructure Management

Background
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Many of recent network services are provided by NFV-based
micorservices to enable great dynamics in development and
deployment. There are several kinds of orchestrating tools that
provides tlexibility of deployments. However, the management
interface (e.g., SSH, telnet and Web Ul) against ICT
infrastructure tend to be complicated based on the number of
components. Furthermore, most of management intertace does
not provide standard logging feature which 1s extremely
important on ICT managements.

In this work, we demonstrate how these 1ssue can be mitigated
with the connection integration system called SMART-GW.
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Overview
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SMART-GW has following features.

Many kinds of protocols are available.

* SSH / telnet / RDP / VNC / HTTP(s)

Records session behavior accurate.

- Commands, SQL, web access, file transfer, typescript, video
Clientless connection.

OS independent access and command restrictions in target node.
Access restriction, command restriction and logging are
centralized and fine-grained configurable.

- All the feature 1s available as REST API.

- And many more fantastic features!
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All the connection 1s All the behavior including command
available via web browser and file transter 1s logged.
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Dynamic connection management

List of Command Logs
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"reboot" command 1s restricted
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Example of REST API for connection

curl -XPOST http://localhost/categories/1/connections
-H 'Content-Type: application/json’
-d "{"name":"name", "host":"192.168.0.2", "protocol":"ssh"}"
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/—[ Sequence of dynamic connection management

1. Create new network service via controller.
2. Controller creates network service at ICT infrastructure.

3. Create connection in SMART-GW via REST API.

4. Operator 1s available to connect and manage service.
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Demonstration
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1. SSH session against ICT infrastructure via browser.

2. HTTP session against ICT infrastructure via browser.

3. SQL session against ICT infrastructure via browser.
4. Check and investigate logged session data.

Please try your self if you want !
Any questions are welcome !

The companies using SMART-GW

SMART-GW 1s already running in following companies.

 (CAB: Civil Aviation Bureau (Japan) mLIT
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